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Our next presentation is on IRS Data Security Measures 


Is Your Data Secure?
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Is your Data Secure? 


IRS Security Summit

<2015 512,278 taxpayers filed atfidavits
with the IRS claiming to be a victim of tax
fraud.

* 2016: IRS Security Summit.

* The dollar amount of suspect refunds
dropped to $239 million in 2016 from
$829 million in 2015.
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 By 2015 – 
Over 500 thousand tax payers claimed to be victims of tax fraud and the amount of IRS suspected fraudulent refunds totaled $829 million. 

The IRS established a security summit to combat this. 

The IRS Security Summit is complied with representatives from the IRS, the Social Security Administration, the software industry, tax preparation firms, payroll and tax product processors, and state tax administrators. 

They joined forces to combat and identify tax fraud and to protect the nations taxpayers. 
 They saved $490 million in tax fraud the first year. 



IRS Security Summit

* 2017 education campaign continued for
taxpayers, tax professionals.

Email was full of IRS tax scam alerts.

* 2018 IRS Tax Forum
Focus is cyber security:.
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In 2017, the IRS Security Summits educational campaign continued. 
Most of the IRS newsletters and bulletens I received in 2017 had something to do with tax fraud and identity theft. 
The 2018 IRS Nationwide Tax Forum this fall will focus on Cyber Security. 



Local Cyber Attacks

This can happen to you!

 July 28, 2018
City of Valdez computer systems shut
down.

FBI cyber crimes unit is assisting
investigation.
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As I was writing this presentation the City of Valdez computer systems were shut down by a virus. The FBI cyber crimes unit got involved in the investigation.
 This is the same virus that shut down Mat-Su Borough computers just hours earlier. 




Local Cyber Attacks

" This can happen to you!

 July 31, 2018
Mat-Su Borough declared a disaster:

= Called a “terrorist attack” by Mat-Su
assembly member,

= IT Director: “Definitely by an organization
that wanted to cause CHAOS in our
country”,

= Estimated cost to repair: $750,000,

= Single file via Outlook email is suspected.
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Three days later, on July 31, the Mat-Su Borough declared a disaster so they could get Federal funding to combat their cyber attack. 
One assembly members described this as a terrorist attack. 
The Mat-Su Borough IT Director was quoted in saying that the attack was “definitely by an organization that wanted to cause chaos in our country.”

The estimated cost to the Mat-Su Borough to fix their systems was over $700 thousand. 

One single file embedded in an Outlook email is suspected to have taken down the entire Mat-Su system. 





Local Cyber Attacks

" This can happen to you!

* August 17, 2018

Chinese hackers scanned Alaska
computers in response to the Governor’s
trade mission that visited China last

March.
= Department of Natural Resources,
= Governor’s Oftice,
= One million Alaska connections made.
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On August 17, hackers at a China University scanned Alaska computers in response to a recent Governor Walker trade visit. 
Hackers targeted the Governor’s Office and the Department of Natural Resources. 
Over one million Alaska connections were made in this attack. 




Protecting Your Data

. Protecting taxpayer data is the law,
FTC Sateguards Rule.

* Federal Trade Commission has authority to
set and has set data sateguard regulations for
financial institutions,

“Financial institutions” includes tax
preparers.

Government employers should follow these
industry standards.
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Protecting taxpayer data is the law. The Federal Trade Commission sets regulations that entities must follow. 
I dug deep, but I couldn’t find any regulations specific for government employers. My best advice, and the advice I have heard from the IRS, is to follow industry standards. 
 


Is Your Data Secure?

Today:

e Understand basic security steps and how to
take them,

* Recognize the signs of data theft,

* How to report data theft, and

* Respond and recover from data loss.
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I am by no means an IT expert and my apologies to any in the audience. But, basic data security is something we can all practice and today I will go over some things we should know and steps we can take. 

I will help you understand basis security steps and how to take them. 
Learn to recognize the signs of data theft. 
Learn how and where to report data theft. 
Cover some of the steps involved in responding and recovering from data loss. 


Understanding Basic

Security Steps and How to
Take Them




Understand and Take Basic Security Steps

* Recognize phishing emails,

* Create a data security plan,

 Use security software,

 Use strong passwords,

* Back up sensitive data to a sate and secure
external location,

* Wipe clean or destroy old computers, and

e Limit access to those who need to know.
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There are some basic security steps we can all take to avoid data loss. These included: 
	recognizing phishing emails
	creating a data security plan
	using security software
	using strong passwords
	backing up data to safe and secure external locations
	wiping clean and destroying old computers 
	and limiting assess to those who need to know



Understand and Take Basic Security Steps

J— — —

Recognize Phishing
Emails:

RS emails,

e Embedded links,

e Attachments,

e Tax software, and
cloud storage
providers.
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Recognizing Phishing Emails:
	
Prince Harry is married; he’s not at the other end of that email. If it sounds to good to be true, it usually is. 

Watch out for phishing emails. 
The IRS will never send you an email requesting information. 
Watch out for emails from tax software makers and cloud storage providers. 
Watch out for embedded links and attachments in emails. 



Understand and Take Basic Security Steps

Create a data security plan:
e Talk to your entity’s IT personnel,

* If you are the IT personnel, refer to:
IRS Publication 4557.

= Safeguarding Taxpayer Data and Small Business
Information Security—The Fundamentals, by the
National Institute of Standards and Technology.
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Ensure your entity has a data security plan. 
Talk to your IT Director and find out about your plan in ensure your plan is sufficient. 

For some of you smaller entities, you may be your IT personnel. 

Refer to IRS Publication 4557 – “Safeguarding Taxpayer Data and Small Business Information Security.” I have copies for anyone who would like one. 



Understand and Take Basic Security Steps

Use Security Software.
* Anti-virus:

Prevents bad software from causing
damage to a computer.

* Anti-spyware:

Prevents software from stealing info
that is on a computer or processed
through a system (e.g. QuickBooks).
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Use security software and make sure it is up to date. There are new viruses coming out every minute and you need to make sure you do routine updates so that you are protected. 
Make sure you are using Anti-spyware. Anti-spyware prevents other software from stealing information that is on your computer or processed through your accounting system. 



Understand and Take Basic Security Steps

Use Security Software.
e Firewall:
Blocks unwanted connections.

* Drive Encryption:

Protects information from being read
on computers, tablets, lap tops and
smartphones if they are lost, stolen, or
improperly discarded.
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Firewalls block unwanted connections when you are on-line and encryption protects information from being easily read on computers, tablets, laptops, and smartphones if they are lost or stolen. 
�Travelers beware! 


- Use Strong Passwords.

e Minimum of eight characters,

e Use letters, numbers and symbols,

 Avoid personal information or common passwords,
e Change default and temporary passwords,

* Opt for PHRASES,

* Do not reuse passwords,

e Store passwords in a secure
location, and

e Don’t share your passwords.
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According to the world economic forum, some of the 2017 world most used and by default worst passwords were: 
	123456	qwerty
	letmein 	iloveyou
	admin	welcome
	monkey	abc123
	starwars	whatever
	trustno1	January2018, etc. 

I have had three passwords that were on this list. If any of you are using these passwords please just quietly change them! 

Some tips for creating strong passwords include: using a minimum of 8 characters, using a combination of letters, numbers, and symbols, don’t use your kids, spouses, or dogs names, opt for password phrases, change your default and temporary passwords, don’t reuse those passwords, if your going to write your passwords down, store them in a secure location and not on a sticky on the bottom of your keyboard, and lastly, no matter what the emergency might be, don’t share your passwords!


Understand and Take Basic Security Steps

' More tips:

* Backup Sensitive Data to a safe and secure
external location.

* Know your companies Disaster Plan.
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Make sure your data is backed up and stored in a secure location.
Know your disaster plan. 
I have contributed to the State’s disaster plan. We helped to identify essential functions that need to happen in the event of a disaster. 

Know how you are going to get your systems up and running in the event of a tsunami, earthquake or after hackers shut down your entire system. 


Understand and Take Basic Security Steps
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Don’t be the entity with the computer graveyard. Deal with your old computers, laptops, i-pads and smart phones! 



Understand and Take Basic Security Steps

Limit access to those who need to know.

* Limit taxpayer data to individuals who
need to know.



Presenter
Presentation Notes
Limit access to those who need to know. This goes for paper and electronic files. 
Not everyone in the office should have access to human resource files or the password to the accounting system. When I look at an HR file in an audit, I am looking for a hire date and employment contracts; I often have access to the employees social security number, spouses and children's names and back account numbers. Think about who in the office also has this access. 
Limit the number of employees with access to the accounting system and the IRS tax reporting systems. 


Recognizing Signs of Data

Thelt
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Next, let’s discuss recognizing signs of data theft: 
This can be tricky. 



Recognizing Signs of Data Theft

Emails not sent by you:

* Be aware of customers who may get
information requests that you did not
send.
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Be aware of emails not sent by you. 
Your employees or your customers may be reporting individuals contacting them for personal information on behalf of your entity. 
A couple years ago, the Division had an outside entity ask some retirees questions about their spouses. The Division had a lot of calls from members verifying the validity of this outside entity. 
Don’t be afraid to question and verify any and all suspicious emails. 




Recognizing Signs of Data Theft

" Emails not sent by you:

« HTTPS,
S = SAFE: safe sites and safe emails.
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Here’s where you IT folks are going to laugh at me, but one of the most beneficial things I learned writing this presentation was that the S in HTPPS means safe. 

LOOK for the S!! 


Recognizing Signs of Data Theft

Other Signs:
e Network computers running slow,

e Cursors moving or changing
numbers. and

* Computers locking out employees.
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Unfortunately, 
Most data theft is caught because someone is trying file your taxes on your behalf or has stolen your identity. Most often its not caught until the damage has been done. 

Other signs of data loss include: 
Network computers running slow. 
Cursors moving on their own. 
Computers locking out employees. 



How to Report Data Thett




How to Report Data Theft

Report client data theft to your local
IRS stakeholder liaison.

* Jennifer Macht,
Internal Revenue Agent in Seattle,

Washington.
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If your system is compromised and social security or employee tax information is stolen, call your IRS Stakeholder Liaison immediately. .

Jennifer Macht is our State’s stakeholder liaison. 



How to Report Data Theft

Contact Information:
 Jenniter Macht:

TEGE: FSLG: Group 7254
ID# 1000212850

Attn: M/S W540, J. Macht

015 2nd Ave

Seattle, WA 98174
Phone: 206-946-3477
Fax: 855-241-3935
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Jennifer works with the IRS Federal, State and Local Government section of the IRS. These teams specialize in working with local governments. 
Here is Jennifer’s contact information. 

Jennifer may tell you to contact the FBI and even the Secret Service. 
The FBI got involved with the City of Valdez when their systems were compromised. 


How to Report Data Theft

* Local Police:
File a police report on data breaches.

* Data Loss with taxpayer info:
StateAlert@taxadmin.org.

e State Attorney General’s Office.
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You should contact your local police department as well to file a police report. 
If you lost tax information containing taxpayer information (like Federal Forms W-2 or 1099) you need to email the State Alert address above to get more information about reporting victim information. 
Contact your State Attorney Generals office too. Most states require this. 

mailto:StateAlert@taxadmin.org

Responding to and

Recovering from Data Loss




Respond and Recover from Data Loss

| Federal Trade Commission Offers
Assistance with:

e Form letters to notity clients,

e Review FTC’s Data Breach Response
guide,

* Provide updates to your IRS Stakeholder
Liaison (Jennifer).
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The Federal Trade Commission offers assistance to entities who were victims of data theft too. They can help you with templates for notifying clients. 
Most of us have probably gotten a letter in the mail that says “your information was compromised, you may be a future victim…….” Most of these letters probably came from FTC templates. 
Remember as you work through your breach, to update your IRS Federal State and Local Government specialist. 



Respond and Recover from Data Loss

Consult with professional insurer.

Insurance firms can help you recover
from data loss,

Insurance firms may be able to provide
security experts to help.
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Don’t forget about your insurance agents. Insurance firms can also help clients recover from data loss. Many insurance agents have security experts that can help analyze your levels of data protection and/or detect intrusions. 


Respond and Recover from Data Loss

Develop a continuity plan:
* Determine intrusion point and correct it,

e Make tull backups as soon as your system
is clean,

* Encrypt files that are stored in the

Cloud, and
e Use external hard drives.
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A disaster plan and a continuity plan are pretty much the same idea. 
Continuity planning is the creation of a strategy through the recognition of threats and risks facing a company, with an eye to ensure that personnel and assets are protected and able to function in the event of a disaster. 
If you don’t already have one; develop one now. 
Make full backups of your data and files as soon as your systems are clean. If you have full backups you can survive a ransomware attack as well as a natural disaster. 
Use external hard drives or the Cloud. 
Remember to encrypt your dat



Respond and Recover from Data Loss

| Comply with FTC Safeguards Rule.

e Financial institutions must ensure the
security and confidentiality of consumer
information collected.
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We talked a little in the beginning about the Federal Trade Commission’s safeguard rule. 
Under the FTC safeguards rule – financial institutions must protect the information they collect. 
The financial institution definition included professional tax preparers. If you are preparing W2’s or 1099’s – you should follow these rules too!!!!



Respond and Recover from Data Loss

; Comply with FTC Safeguards Rule.

* The rule requires entities to develop a
written information security plan.

Designate one employee to coordinate
security plan.

Design, implement, and test plan.

Select service providers that can
maintain appropriate sateguards.

Evaluate and adjust plan.
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As part of the FTC safeguards rule and security plan, entities are required to:
Designate one or more employee to coordinate the plan
Identify and assess the risk to customer information in every relevant area of the entity
Design and implement a safeguards program 
Select service providers that can maintain appropriate safeguards
Evaluate the plan 
Adjust the plan



Respond and Recover from Data Loss

IRS Resources:

e Safeguarding Taxpayer Data — IRS
Publication 4557.

* IRS Newsletters.
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I’d like to close by repeating that I am not a data security expert; my hope for today was to make you more aware! 
Please refer to IRS Publication 4557 for additional information. It is the second IRS publication that I have come across that is written in layman's terms and it contains checklists and other tools you can use. 
I receive IRS new bulletins via emai. I subscribe to a couple different IRS newsletters. Go to IRS.gov and  search for newsletters. Look for the letters that have Federal State and Local Government in the title. 


IRS Dirty Dozen: 2013

. Phishing

. Phone Scams

. Identity Theft

. Return Preparer Fraud

. Fake Charities
. Inflated Refund Claims




IRS Dirty Dozen: 2013

. Excessive Claims for Business Credits

. Falsely Padding Deductions on Returns

0. Falsitying Income to Claim
Credits: Frivolous Tax Arguments: The

penalty for filing a frivolous tax return is
$5,000 (IR-2018-58)

10. Frivolous Tax Arguments
11. Abusive Tax Shelters
12, Offshore Tax Avoidance
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I’d like to close with the IRS 2018 Dirty Dozen tax scams; after lunch I am going to give you my version of Mel’s dirty dozen when we discuss top 2018 audit issues!  


https://www.irs.gov/newsroom/irs-warns-against-frivolous-tax-arguments-part-of-dirty-dozen-scams-list

Questions
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