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Stakeholder Analysis
The Stakeholder Analysis is designed to help you identify your stakeholders (audiences) and their anticipated reaction to this change.

Think about:
Audience you need to communicate with
Behavioral objectives you want to achieve
Content/key messages to include in your communication
Delivery channels you will use to communicate your message
Effectiveness of your communication 

Content
What are the overarching key messages for the entire communication plan? What are the benefits to the audience? Separate deliverables will have specific content messages, yet the objective in outlining key messages is to capture the primary themes to be reinforced in all communication deliverables. 

Purpose
Deliver the right message, from the right sender, to the right audience, through the right channel, at the right time 
Monitor delivery results and adjust the plan as needed to achieve the behavioral objectives in each audience

Guiding Principles
Effective communications principles remain constant:  
Communicate what we know, when we know it
Keep messages clear and simple
Deliver the message by the most credible source for that particular message; prepare that person well
Sequence messages to audiences in logical order so that people who need to know first, hear first
Be consistent – Messages to different audiences may differ in emphasis and, to a degree, in tone, but they may not differ in substance
Repeat important messages again and again


	Stakeholder
 (Audience)
	Role*
	Explain Reactions to Change
(Positive and Negative)
	Reasons to Embrace or Resist Change (Motivators and Concerns)

	Security
	Target to be phished
	Will need to understand how they fell for phishing attack and how to spot a phishing attack
Will like opportunity to improve with education rather than be punished immediately 
May not like being phished regularly
	

	
	
	
	

	
	
	
	



Key Communications for Year
	Date
	Audience
	Communication Channel
	Key Messages
	Responsibility

	Quarterly
2/15
5/15
8/15
11/15
	Executive Management
	Email
	Awareness Program Status Report: Communicate overall status of awareness program. Helps ensure executive commitment.
	Draft: L. Spitzner
Review & Sign-off: 
VP, Communications, etc.

	Quarterly
2/1
5/1
8/1
11/1
	Steering Committee
	Maillist
	Training Metrics & Status: Discuss status of awareness program, including metric results, and how to improve program.
	Draft: L. Spitzner
Review & Sign-off: 
VP, Communications, etc.

	Monthly
First Tuesday of each month
	All company staff & contractors
	Internal maillist
	Security Awareness Reinforcement Training: Updates on awareness topics
	Draft: L. Spitzner
Review & Sign-off: 
VP, Communications, CISO

	Monthly
	Security
	Email
	Phishing Assessment: Test Awareness of Staff
	Draft: L. Spitzner
Review & Sign-off: 
VP, Communications, CISO



Information Security Awareness Week
	Date
	Audience
	Communication Channel
	Key Messages
	Responsibility

	9/201?
	All employees
	Company Intranet – home page



Security Awareness Intranet page
	Information Security Awareness week is coming.  Online Contests begin 10/10.  Look for a booth at your location. Great information, chance to win prizes.

Same
	Security Awareness Manager – draft
Communications, CISO – sign-off

	9/25/
	AEDR employees





Employees @ sites with TV screens 
	cross market link to Security Awareness page and message to other internal newsletters and communicators

Company TV screens
	[Link to Intranet site.]  Look for a booth at your location on 10/1, 10/2 and 10/3. Online contests begin 10/1 and close 10/10. Great information, chance to win prizes 


graphic, tag line, IS Awareness Month coming. Visit booth in your lobby 10/1 – 10/3 or [Intranet] for information.
	






  

	10/1/
	All employees
	Computer welcome screen 
	Screensaver:   graphic, tag line, IS Awareness Month  is  10/1, 10/2, 10/3 – go to [Intranet] for more news, contest, etc.
	

	10/1/
	All employees
	Intranet or email
	Take trivia quiz for a chance to win ______.  There will be one 1st prize, 2 2nd prizes, and 3 third prizes.  The quiz will come down at Noon, Central Time.  Winners will be announced on 10/14/2013 on [Intranet].
	

	10/1/
	All employees
	Intranet
	2nd notice: It’s Information Security Awareness Month.  Visit a table at your location or check out all the good information we have on our Intranet site.
	

	*10/8/
	All employees
	Computer welcome screen
	Screensaver – It’s CyberSecurity Awareness Month nationwide.  Check [Intranet] for contests, good information, tips and advice.
	

	10/14/
	All Employees
	Intranet


	Congratulations to the winners of the trivia contest!  It wasn’t easy.   We’ve sent each winner an email and their prize will be coming soon!  [list names and prizes]
	





	
	
	



