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State of Alaska Cyber Security & Critical Infrastructure
Cyber Advisory

February 10, 2009

The following cyber advisory was issued by the State of Alaska
and was intended for State government entities. The
information may or may not be applicable to the general public
and accordingly, the State does not warrant its use for any
specific purposes.

STATE OF ALASKA ADVISORY NUMBER:
SA2009-010

DATE(S) ISSUED:
02/10/09

Subject:
New Microsoft Security Bulletins Issued February 10, 2009

Source:
MS-ISAC / Microsoft

Systems Affected:
e Multiple versions of Windows, Internet Explorer, etc.

Overview:

e MSO09-002: The vulnerabilities could allow remote code execution if a user views a
specially crafted Web page using Internet Explorer. Users whose accounts are
configured to have fewer user rights on the system could be less impacted than users
who operate with administrative user rights.

e MS09-003: Vulnerabilities in Microsoft Exchange could allow remote code execution
(959239)

e MS09-004: Vulnerabilities in Microsoft SQL Server could allow remote code execution
(959420)

e MSO09-005: Vulnerabilities in Microsoft Visio could allow remote code execution (957634)

Recommendations / Resolution:
Visit http://www.microsoft.com/technet/security/current.aspx for more details
Run Windows updates
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