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6 Areas fo Consider During Risk Assessment

Cyber Security Business Manage l‘T.u-u’,g)





1. Negative effects on credibility 

Will my actions, process, program or procedure result in negatively affecting the County credibility?

Ex:
Imagine if health information, probation or social services information were posted publicly on the Internet.

2. Health and Safety

Will my actions, process, program or procedure result in affecting the health, safety and welfare of another?

Ex:
Is someone going to die or be harmed?  If information is corrupted, drug-testing results for school bus drivers changed, or bridge height specifications altered; or a system slow down occurs that prevents updated information to be available to a sheriff regarding the vehicle information (stolen car) etc = negative impact.

3. Violation of the right to informational privacy or confidentiality

Will my actions, process, program or procedure result in the breach of informational privacy or confidentiality?

Ex:
All personal information, SS#, health information, drug testing results, tax information etc. needs to be protected

4. Violation of laws, regulations or contracts 

Will my actions, process, program or procedure result in the breach any law, regulation or contract?

Ex:
Mental Hygiene Law in NY states: “if client information is exposed or divulged inappropriately, individuals can be financially accountable – personal financial liability upwards of $5,000…”

5. Operational Impact

Will my actions, process, program or procedure result in impacting operations in a negative way?

Ex:
If systems are unavailable, 911 dispatch information systems crash, or email is not available chaos can ensue, or at best, jobs cannot be done.

6. Financial consequences
Will my actions, process, program or procedure result in loss of revenue, workforce downtime, litigation, or increased resource expenditure?

Ex:
If Information is destroyed due to a virus or catastrophe, how could you restore it?  What is the cost to reproduce or recreate it?

Ask:

· What does our Information Security Officer think?  Has he or she been contacted?

· How is this information classified? Confidential, restricted, public, other County department classification?

· Who has a need to access this information?

· What information security threats exist to this design for the project?

· What happens if the application, program, website is not available to those who need the information?

· As the information travels, does it need to be protected/encrypted so unauthorized eyes do not read it?

· Are there any security risks associated with the proposed software?

· To who or what other organizations will this information be connected?

· Will this be connected to the Internet?

