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State of Alaska Cyber Security & Critical Infrastructure
Cyber Advisory

February 09, 2009

The following cyber advisory was issued by the State of Alaska
and was intended for State government entities. The
information may or may not be applicable to the general public
and accordingly, the State does not warrant its use for any
specific purposes.

STATE OF ALASKA ADVISORY NUMBER:
SA2009-009

DATE(S) ISSUED:
02/09/09

Subject:
IRS Stimulus Package Phishing Scam

Source:
US-CERT

Systems Affected:
e N/A

Overview:

US-CERT is aware of public reports indicating that phishing scams are circulating via fraudulent
U.S. Internal Revenue Service emails offering users stimulus package payments. These emails
include text that attempts to convince users to follow a link to a website or to complete an
attached document. The website and document request the user to provide personal information.

Users receiving the fraudulent email messages are encouraged to send the email message and
the website URL to the IRS at phishing@irs.gov.

Recommendations / Resolution:
US-CERT encourages users to do the following to help mitigate the risks:
e Do not follow unsolicited web links received in email messages.
e Refer to the Recognizing and Avoiding Email Scams (pdf) document for more information
on avoiding email scams.
e Refer to the Avoiding Social Engineering and Phishing Attacks (pdf) document for more
information on social engineering attacks.
e Review the How to Report and Identify Phishing, E-mail Scams and Bogus IRS Web
Sites document on the IRS website



mailto:%20phishing@irs.gov
http://www.us-cert.gov/reading_room/emailscams_0905.pdf
http://www.us-cert.gov/cas/tips/ST04-014.html
http://www.irs.gov/privacy/article/0,,id=179820,00.html?portlet=5
http://www.irs.gov/privacy/article/0,,id=179820,00.html?portlet=5

