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SUBJECT: 
PHISHING: What it is and how to avoid being “PHISHED”  
  
OVERVIEW: 
In the field of computer security, phishing is the criminally fraudulent process of 
attempting to acquire sensitive information such as usernames, passwords and 
credit card details by masquerading as a trustworthy entity in an electronic 
communication. Communications purporting to be from popular social web sites, 
auction sites, online payment processors or IT administrators are commonly used 
to lure the unsuspecting user. Phishing is typically carried out by e-mail or instant 
messaging, and it often directs users to enter details at a fake website whose look 
and feel are almost identical to the legitimate one. Even when using server 
authentication, it may require tremendous skill to detect that the website is fake. 
Phishing is an example of social engineering techniques used to fool users, and 
exploits the poor usability of current web security technologies Attempts to deal 
with the growing number of reported phishing incidents include legislation, user 
training, public awareness, and technical security measures. 
  
SYSTEMS AFFECTED:  
  

• All E-Mail recipients 

  
RISK:  



 
Government: 

• Large and medium government entities: High  
• Small government entities: High 

  
Businesses: 

• Large and medium business entities: High  
• Small business entities: High 

  
Home users: High 
  
DESCRIPTION: 
Recently users throughout the various departments have been subjected to PHISHING 
EMAILS such as the example below; 
 



 
 
In many cases the Phishing emails appear authentic and seem to be from an official 
source. The simple fact is no State of Alaska IT department will ever request a user to 
provide their credentials in order to resolve a problem! 
 
If you suddenly feel you have been the victim of a Phishing Attack it is important that you 
take immediate action to protect yourself and the State. When in doubt change your 
passwords. This simple single step will remove the Phisher’s ability to misuse your 
accounts.  
  
RECOMMENDATIONS: 
We recommend the following actions be taken: 

• Never respond to any email or instant message which attempts to obtain your 
username, passwords or any other sensitive information. 

• Inform your IT department immediately if you receive such and email.  
o Many people simply delete the email or IM but this only makes it harder to collect 

evidence and prevent other users from being PHISHED.  



• Do not open e-mail attachments from unknown users or suspicious e-mails from 
trusted sources.  

• Report any abnormal or suspicious activity with your account to your IT or 
Security group  

• Create and maintain some form of user awareness training within your 
organization 

• Distribute the State Security office phishing security awareness bulletin located 
here:  http://doa.alaska.gov/ets/security/SA_Bulletins/AB04-phishing.html 
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• Center for Identity Management and Information Protection – Utica College 
• How the bad guys actually operate – Ha.ckers.org Application Security Lab 
• Plugging the "phishing" hole: legislation versus technology – Duke Law & Technology 

Review 
• Know Your Enemy: Phishing – Honeynet project case study 
• Banking Scam Revealed – forensic examination of a phishing attack on 

SecurityFocus 
• The Phishing Guide: Understanding and Preventing Phishing Attacks – 

TechnicalInfo.net 
• A Profitless Endeavor: Phishing as Tragedy of the Commons – Microsoft Corporation 
• Database for information on phishing sites reported by the public - PhishTank 
• The Impact of Incentives on Notice and Take-down − Computer Laboratory, 

University of Cambridge (PDF, 344 kB) 
• One Gang Responsible For Most Phishing Attacks - InternetNews.com 
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