Form:  12/13/2012 version


ETS DMZ DataCenter Services
Customer & ETS Infrastructure Services Information Intake Form

Enabling services in the ETS DMZ DataCenter follows the DMZ DataCenter process (<link>).  This customer intake form helps us bring your services up in the ETS DMZ DataCenter environment.   Please answer the customer questions as completely and accurately as you can.
DMZ DataCenter process includes:

· Determining whether a service is DMZ - public-facing servers are DMZ & some non-public servers

· USD ticket for deployment tracking

· Customer Security Plan with the State Security Office

· Pre-configured set of DMZ DataCenter “platform” ACLs (standard-OS hosted servers only)

· Network design and connectivity

· DMZ firewall design/approval/implementation

Note:  Multi-server configurations and applications with back-end services generally require more ETS/SSO/DMZ design and review work than simple, single-server deployments.

Basic Customer Information (to be completed by the Customer):
Customer Application/Service name:  

Brief description:

Department/Division:  
Application Owner:  
Project USD ticket number:  
Deployment USD ticket number (if applicable):
Agency Project Lead (name/email/phone):

Agency Project POC/Contractor (name/email/phone):

Agency Technical Lead (name/email/phone): 

Agency Technical Back-Up (name/email/phone):  

Is ETS after-hours call-out required for this service once it goes production?       Yes    No    

If Yes on after-hours call-out, provide two (2) contacts for call-out - mobile/home phone numbers are required
Primary call-out (name/mobile phone/home phone):
Secondary call-out (name/mobile phone/home phone):
Basic DMZ Server Information (to be completed by customer, leave unknown items blank):

Number of DMZ servers needed for this service:   1    2    3    4    5   more than 5    Unknown
List of servers and types (Examples:  SoaEtsXyz-123 Web server)
(Use table below, additional page if needed, or include ETS Service Calculation spreadsheet)

	Device Name & FQDN
	Device Type

	
	

	
	

	
	

	
	

	
	


Do any devices need special network configuration?   Yes    No     Unknown
(Example:  data NICs on multiple networks)

Describe:
Expected DMZ device location(s):    Juneau         Anchorage         Both
Is failover needed between Juneau & Anchorage:        Yes    No     Other
Comments:

Service history: 

New service
Existing service being migrated to the DMZ/DMZ DataCenter
Server type: 

Virtual

Physical

Combo of virtual & physical servers (describe)
Description:

Level of ETS Hosting support requested:
OS-level

“bare-metal” (VM or physical)
Deployment needs no ETS Hosting support

Comments:

Server OS type(s): 

W2K8R2 (ETS current standard)

Solaris

Linux (describe)

Other (describe)

Comments:
Important:  ETS DMZ DataCenter “platform” ACLs support standard ETS Hosting server and OS builds.  Customers with non-standard OS versions will need additional SSO-approved “customer” ACL needs for full OS functionality.
Does this server need to be accessible from the Internet?       Yes    No     Other

Describe:

Does this server need to initiate traffic to the Internet?       Yes    No     Other
Describe:
Do SOA WAN internal users need to access this server for non-management purposes?       Yes    No     Other
Describe:
Does this service have a completed and SSO-approved Security Plan?       Yes    No     Pending
Please include device/server topology diagram if available

Basic ETS DMZ DataCenter Information (to be completed by ETS Infrastructure Services)

Device DMZ Build Phase I
Estimated level of deployment complexity based on provided customer information:


Mild
Moderate
Complex
Unknown
Do devices need Public NAT?       Yes    No     Unknown
Devices should go into DMZ DataCenter logical environment:       Yes    No     TBD
Engineer comments:
Network Allocation

(Multi-server allocations may be documented on a separate spreadsheet)

Proposed DMZ DataCenter Vlan or Vlans:

Notes:
DMZ DataCenter device IP address or addresses including public NAT if applicable:
Notes:
General DMZ routing info summary (i.e. what do devices need to talk to?):
Notes:
ETS Infrastructure Services approval for device build in DMZ:       Yes    No     Pending

Date: 

Engineer:  

Comments:

DMZ DataCenter “Initial Build” USD ticket number:



n/a - not hosted or special OS

(ETS Infrastructure Services will enable “platform” ACLs for standard-OS, ETS-hosted servers)
Server Build Phase II:

DMZ Customer ACL USD ticket number (from Customer):
SSO approval:       Yes    No     Pending
Comments:

ETS Infrastructure Services Engineer Approval for Customer ACL implementation:     Yes    No    
Pending
Date: 

Engineer:  

Comments:









