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State of Alaska 

Technology Management Council (TMC) 
Information Technology Standards 

 

Reviewed and revised as of October, 2015 
 
NOTE: Departments are allowed to procure technologies listed as “Approved Standards” 
or “Approved to Procure without a Standard”. Agencies are not allowed to procure any 
technologies that are not in this document or any items listed as “Pending” unless a 
Waiver Request has been reviewed and approved by the Technology Management 
Council (TMC). The Waiver Request form is located: 

 

https://intranet.state.ak.us/admin/ETS/plan/waiverForm.pdf 
 

The following are the minimum procurement standards for the State of Alaska (SOA) and 
reference the current available versions of software unless otherwise noted. The technology 
standards [hardware, software, data subscriptions, domain name licenses, data transmission 
(phones, video, data), and other technology items] were developed by the Technology 
Management Council (TMC) representing all SOA Designated Department IT Managers. The 
Standards Listing will be revised and updated as needed by the TMC. 

 

These “Standards” apply when purchasing new or replacement technology items or for developing 
transition plans. This listing is intended as an indicator for agencies to plan for migrating from 
hardware and software that is not on this “Standards” list. In areas where multiple standards 
have been approved, departments may choose to be more restrictive within the standards. 

 

All software is managed through the standards process. Procurement and use of any and all 
software that is not addressed in this Standards Listing requires TMC approval of a waiver request 
approved and submitted by your Designated Department IT Manager. Acquisition and use of 
Freeware or Open Source software that is not otherwise authorized in this Standards Listing, also 
requires TMC approval of a waiver request approved and submitted by your Designated 
Department IT Manager. Existing production systems using Freeware or Open Source software 
may be maintained. 

 

Task Orders and Professional Services contracts require sign-off by the Designated Department IT 
Manager for standards compliance and alignment to the respective Department’s IT Plan. 

 

Questions regarding these standards should be directed to your Designated 
Department IT Manager (DD/ITM). 

https://intranet.state.ak.us/admin/ETS/plan/waiverForm.pdf
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APPROVED STANDARDS 

Procure via Departmental Procurement Policy 

 

 

CATEGORY: 

APPLICATIONS/SOFTWARE 

STANDARDS Review/Revise 

Asset Management Software (for 

inventory, discovery, and tracking of 
physical component attributes) 

LanDesk; MS System Center 

Configuration Manager (SCCM) 

10/29/2015 

Biometric Authentication Must comply with Security Standard for 

Biometric Authentication 

10/29/2015 

Biztalk - Requires DD/ITM Approval 10/29/2015 

Browser - Requires DD/ITM Approval 10/29/2015 

Collaboration Software MS SharePoint 10/29/2015 

eLearning Applications - Requires DD/ITM Approval 10/29/2015 

Development Tools – Custom 

Application Development 

- Departments should choose a 

Development Environment of Microsoft 
or JAVA 
- MS Visual Studio, Java, Crystal 
Reports 

 

Development Tools – Internet / 

Intranet Application Development 
– Departments may choose a 

Development Environment of 
Microsoft or Java 

– Any development tools require DD/ 

ITM approval 

– Current version should be procured 
but department may set version for 
use 

10/29/2015 

Content Management Software Stellent Universal Content Server 

products 

10/29/2015 

Document and Data Capture Software Kofax Ascent Capture 10/29/2015 

GIS Software Vector Based ESRI, MapInfo, or AutoDesk 
For guidelines, see GIS Standards 

10/29/2015 

GIS Database Standard, Enterprise or 
Departmental (Multi-user) 

Use Departmental Database Standard 
of Microsoft SQL or Oracle 

10/29/2015 

HelpDesk Application - Requires DD/ITM Approval  
Google Earth Free If the use case is clear and there is a 

reasonable expectation of appropriate 
use: - Requires DD/ITM Approval 
NOTE: credit will be given to Google 
for any images that are downloaded for 
presentation use. 

10/29/2015 

Imaging Management Software Stellent Imaging and Business Process 

Management (BPM) products - formerly 
Optika Acorde 

10/29/2015 

Internet Credit Card Processing U.S. Bank Virtual Merchant 10/29/2015 

PDF Reader/Writer Adobe Suite 10/29/2015 

PDF Readers/Manipulators - Requires DD/ITM Approval 10/29/2015 

Interactive Voice Recognition (IVR) Interactive Intelligence, or Cisco 

Unified Communications 

10/29/2015 

https://intranet.state.ak.us/admin/ETS/plan/tmc/fwg/gis/gisFWGrecomm_standard.doc
http://www.state.ak.us/local/akpages/ADMIN/info/plan/standards.shtml
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Approved Standards, cont’d   
CATEGORY: Applications/Software STANDARDS & COMMENTS Review/Revise 

Project Management MS Project 
- Requires DD/ITM Approval 

10/29/2015 

Report Distribution Management 

Software 

- Requires DD/ITM Approval 10/29/2015 

Statistical Software - Requires DD/ITM Approval  

Web Monitoring Tools - Requires DD/ITM Approval 10/29/2015 

Zip Code Software for Web or Client Finalist or Zip+4 10/29/2015 
 

DATABASE 

CATEGORY STANDARDS & COMMENTS Review/Revise 

PC – Personal Database MS Access (Procure Current Version but 

Dept sets version for Use) 
- NOT recommended for use. 

10/29/2015 

Server – Enterprise or Departmental 

Database 

Departments have chosen a Database 

Standard of Microsoft SQL or Oracle (see  
http://doa.alaska.gov/ets/plan/DeptSta  
ndardsAppDevDB.html) 

10/29/2015 

Server – XML Database Tamino XML  
 

CATEGORY: Computing Devices STANDARDS & COMMENTS Review/Revise 

Air Cards GCI; International air cards Require 

DD/ITM Approval 

10/29/2015 

Computing Devices 

NOTE: 

- Requires DD/ITM Approval 

- Purchase from the NASPO 

ValuePoint program located online 
at: 

 

http://www.naspovaluepoint.org/#/contra

ct-details/57/contractors 

 
- If purchase from other than NASPO 
ValuePoint Premium Savings Package, 
email configuration to Matt Pegues with 
DGS at matthew.pegues@alaska.gov 
 

12/14/2016 

Data Back-up - Requires DD/ITM Approval 10/29/2015 

http://doa.alaska.gov/ets/plan/DeptStandardsAppDevDB.html
http://doa.alaska.gov/ets/plan/DeptStandardsAppDevDB.html
http://doa.alaska.gov/ets/plan/DeptStandardsAppDevDB.html
http://www.naspovaluepoint.org/#/contract-details/57/contractors
http://www.naspovaluepoint.org/#/contract-details/57/contractors
mailto:matthew.pegues@alaska.gov
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Approved Standards, cont’d   
CATEGORY: Computing Devices STANDARDS & COMMENTS Revise/Review 

Bluetooth Approved for use with mobile devices 10/29/2015 

Desktop Publishing – High End 

(Best suited for off-set printing, but may 

be used for all types of publishing.) 

Adobe Creative Suite 10/29/2015 

Desktop Publishing – Low End 

(Best suited for in-line/network printing 

or quick print.) 

Microsoft Publisher 

- Requires DD/ITM Approval 
10/29/2015 

Diagramming Tool MS Visio 10/29/2015 

Disk Imaging SCCM; LANDesk 10/29/2015 

FTP Software, Secure FTP utilities WSFTP; Default OS Tools; For secure 
FTP, Dept IT Manager will designate 
(Filezilla, WinSCP as examples) 

10/29/2015 

Graphics – Raster (Bit Map) Adobe Creative Suite 10/29/2015 

Graphics – Vector Adobe Creative Suite 10/29/2015 
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Approved Standards, cont’d   
CATEGORY: Computing Devices, cont’d STANDARDS & COMMENTS Review/Revise 

Mail / PIM / Calendaring Client MS Outlook 10/29/2015 

Mainframe Client Tool BlueZone 10/29/2015 

Monitor Dept IT Manager designates 

standard for department 
- Requires DD/ITM Approval 

- Purchase from WSCA/NASPO 

program located online at: 
 

http://www.wnpsp.com/9.html 
 

- If purchase from other than 
WSCA/NASPO Premium Pricing 
Plan, send configuration to 
DGS/Victor Leamer 
(victor.leamer@alaska.gov) or fax 
to 465-2189 immediately after 
purchase 

10/29/2015 

Proprietary Accessories for Mobile Devices - Requires DD/ITM Approval 10/29/2015 

http://www.wnpsp.com/9.html
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Approved Standards, cont’d   
CATEGORY: Computing Devices, 
cont’d 

STANDARDS & COMMENTS Review/Revise 

Office Suite MS Office Professional Edition. 
- Dept sets version for use. 

- DD/ITM determines which 

applications of Office Pro will be 
deployed. 

10/29/2015 

Operating System Windows 2013 or earlier 

- Dept sets version for use. 

VMWare and Microsoft Virtual PC 
- Requires DD/ITM Approval 

10/29/2015 

Presentation Software Microsoft PowerPoint 10/29/2015 

Remote Control Software (SOA Internal 

Device management only) 

Secure RDP clients; LANDesk 10/29/2015 

Scanner Software for OCR ScanSoft OmniPage Pro is the 

standard when software bundled with 
scanner is not acceptable. 

10/29/2015 

Web Browser - Requires Approval of DD/ITM 10/29/2015 

 

CATEGORY: Printers STANDARDS & COMMENTS Review/Revise 

Multifunctio/standalone printers HP 
- Requires DD/ITM approval 

10/29/2015 

Large format Plotter HP 10/29/2015 

POS Thermal Receipt Printer Must not be able to connect to a Cat 
5 cable 
- Requires DD/ITM approval 

10/29/2015 

 

 

CATEGORY: Security STANDARDS & COMMENTS Review/Revise 

Behavior Blockers for Zero Day Threats, 
Host Based Intrusion Detection Service 

Host Intrusion Prevention for Server 
(HIPS) 

10/29/2015 

Computing Devices – Anti-Virus McAfee AV 10/29/2015 

Computing Devices – Data Encryption Credant; BitLocker; McAfee Drive 
Encryption 

10/29/2015 

Computing Devices – Desktop Firewall McAfee HIPS; MS Windows 10/29/2015 

Computing Devices – Software 

Distribution and Deployment 

LANDesk; SCCM 10/29/2015 

Digital Certificates Verisign as the Certifying Authority 

for SSL certificates and for Code- 
signing certificates 

10/29/2015 

Directory Services MS Active Directory 10/29/2015 

Enterprise Patch Management LANDesk: Patch Management 
Module; SCCM; Windows Server 
Update Svc (WSUS) 

10/29/2015 
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Approved Standards, cont’d   
CATEGORY: Security, cont’d STANDARDS & COMMENTS Review/Revise 

Identity management, e-signatures and 

authentication for Government-to-Citizen 
(G2C) & Government-to-Business (G2B) 

myAlaska, current version 10/29/2015 

Network – Firewall, placed in SOA WAN 
Requires approved TMC Waiver 

Cisco ASA– Must be procured through 
ETS, using 48% discount; Must be 
SSO-approved. 

10/29/2015 

Network – Intrusion Detection Service Cisco – Must be procured through 
ETS; Must be SSO-approved. 

10/29/2015 

Network – VPN Cisco VPN, Checkpoint – Must be 
procured through ETS 

10/29/2015 

Server – Anti Virus McAfee Anti-virus 10/29/2015 

Server – Spam Filtering McAfee SaaS Email Protection 10/29/2015 

Web Filtering McAfee Web Gateway 10/29/2015 

 

 

CATEGORY: System Services STANDARDS & COMMENTS Review/Revise 

Air Cards - Requires DD/ITM Approval 10/29/2015 

Audio Conferencing Equipment Polycom 10/29/2015 

Electronic postage (alternative to 
postage meters) 

Stamps.com 10/29/2015 

Enterprise Email, Calendar Suite MS Exchange 10/29/2015 

Imaging Scanners – Mid Volume (50-100 

pages per minute, 1,000-10,000 images 
per day duty cycle) 

- Requires DD/ITM Approval 10/29/2015 

Imaging Scanners - High-Volume (100+ 

pages per minute, 10,000+ images per 
day duty cycle) 

- Requires DD/ITM Approval 10/29/2015 

Image Processing Accelerator interface 

card 

- Requires DD/ITM Approval 10/29/2015 

Instant Messaging, Presence Lync, Jabber 10/29/2015 

Network Attached Storage (NAS) - Requires DD/ITM Approval 10/29/2015 

Network –Switches Cisco– Must be procured through ETS 

NOTE: 8 or fewer port models 
(mini-switches) may be approved 
by DD/ITM 

10/29/2015 

Network – LAN topology Ethernet – Minimum Cat 5e as 
defined in DGS’ Leasing and Facilities 
document under Wiring 
Requirements. 
- Requires DD/ITM Approval 

10/29/2015 
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Approved Standards, cont’d   

CATEGORY: System Services, cont’d STANDARDS & COMMENTS Review/Revise 

Network – LAN / WAN Protocol TCP/IP 10/29/2015 

Network – Routers Cisco – Must be procured through 
ETS 

10/29/2015 

Network – WAN connectivity Cisco Avvid–Must be procured 
through ETS 

10/29/2015 

Projector - Requires DD/ITM Approval 10/29/2015 

Radio Communications – SATS 

Microwave 

Digital – May be procured by SOA 

agency but must be approved by ETS 
SATS Engineers via SCM ticket 

10/29/2015 

Radio Communications – 2-way Radio P-25 Narrow Band – May be procured 

by SOA agency but must be approved 
by ETS SATS Engineers via SCM 
ticket 

10/29/2015 

Satellite Phones - Requires DD/ITM Approval 
Must be procured through ETS 
(contract award is for Iridium or 
Globalstar) 

10/29/2015 

Server – Application Terminal Server Citrix; MS Terminal Server 10/29/2015 

Server – Data Backup and Recovery Veritas, TSM; NetApp, CIIS, Nimble  
Server – File and Print (Network 

Operating System) 

MS Windows 10/29/2015 

Server – Hardware 

-- Blade Server 

- Requires DD/ITM Approval 

-- Departments will select one 

vendor 

10/29/2015 

Server – Internet / Intranet Apache / Tomcat / Jboss, IIS 
- Requires DD/ITM approval 

10/29/2015 

Server – OS Windows, Linux, Solaris 

VMWare and Microsoft Virtual PC 
- Requires DD/ITM Approval 

10/29/2015 

Storage Area Network (SAN) - Requires DD/ITM Approval 10/29/2015 

Telephone System Cisco VoIP only in Core locations 
(JNU-ANC-FAI); for all other 
locations, requires ETS approval. 

- Requires DD/ITM Approval 

10/29/2015 

Video Conferencing Equipment Polycom 10/29/2015 

Video-editing Software - Requires DD/ITM Approval 10/29/2015 

Virtualization Technology Solutions - Requires DD/ITM Approval 10/29/2015 

Wireless Points of Access Cisco Aironet (802.11 a/b/g/n) – 

Must be procured through ETS 

10/29/2015 

Whiteboard (electronic) solutions - Requires DD/ITM Approval 10/29/2015 
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APPROVED TO PROCURE WITHOUT A STANDARD 

Procure via Departmental Procurement Policy 

 

CATEGORY: Procure w/o Standard STANDARDS & COMMENTS Review/Revise 

Airport Mgt, Highways Mgt, and Vessels 

Operations Systems, and Vehicle 
Diagnostic tools 

Must not conflict with other standards. 

- Requires DD/ITM Approval 
10/29/2015 

Annual Maintenance / Upgrades / 

Replacement parts of Non-Standard 
Production Systems excluding desktops 
and laptops 

When procured via either contractual 

maintenance or upgrade to existing 
licensed product. 
- Requires DD/ITM Approval 

10/29/2015 

Bluetooth – Data Approved for data use (such as with 
mobile devices or peripherals for 
mobile devices) 

10/29/2015 

Bluetooth – Voice Approved for headsets for voice use on 
telephone devices including 
Smartphones and Blackberry phones. 

10/29/2015 

Data Subscriptions / Data Subscription 
Renewals 

- Requires DD/ITM Approval 10/29/2015 

Domain Name Licenses - Requires DD/ITM Approval and 

waiver approval by Internet Services 
FWG. 

10/29/2015 

Hardware - Barcode scanners including 

software 

- Requires DD/ITM Approval 10/29/2015 

Hardware – Copiers (Networked Multi- 

Function) 

- Requires DD/ITM Approval 

Follow standard procurement with 
DGS 

10/29/2015 

Hardware – External USB/Firewire Hard 
Drives 

And included software utilities 10/29/2015 

Hardware - Fax Machines Follow standard procurement with 
DGS 

10/29/2015 

Hardware – GPS Devices (Standalone)   
Hardware – Internal hard drives For desktops, laptops, and servers  
Hardware – Keyboards   
Hardware – KVM (Standalone)   
Hardware – Licensed wireless VHF Data 
Modem 

 10/29/2015 

Hardware – Low end wireless points of 
access and bridges 

For remote field use only with no 
connection to the Statewide Network, 
or for local area network applications 
only, such as fish weir sonar 
operations. This equipment is NOT to 
be redeployed to connect to the State 
Network when it is not in use in the 
remote field site. 
- Requires DD/ITM Approval 

-  Dept. IT Mgr must provide 

notification to State Security Office 
immediately after approval 

10/29/2015 
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Approved Standards, cont’d   
CATEGORY: Procure w/o Standard, STANDARDS & COMMENTS Review/Revise 

Hardware – Memory For desktops, laptops, and servers  
Hardware – Modems  10/29/2015 

Hardware – Mouse, track balls and 

pointing devices 
  

Hardware – Network Interface Card Applies to all wired NICs 10/29/2015 

Hardware – Optical Read only or 
Read/Write Drives 

 10/29/2015 

Hardware – Photographic Slide Scanner  10/29/2015 

Hardware – Portable/travel printer  10/29/2015 

Hardware – Server peripherals (if 

purchase the same brand as the servers) 

Peripherals must be same brand as 

server. Includes tape drives of the 
same brand. 
Does not apply to Network Attached 
Storage or Storage Area Network – 
NAS and SAN require a waiver. 

10/29/2015 

Hardware – Server Racks  10/29/2015 

Hardware – Smart Phone Accessories - Requires DD/ITM Approval 10/29/2015 

Hardware – Switches Mini-switches up to 8 ports 10/29/2015 

Hardware – Tape Drives See “Hardware –Server Peripherals” 
section 

10/29/2015 

Hardware - TV and Video monitors - Requires DD/ITM Approval 10/29/2015 

Hardware – UPS - Requires DD/ITM Approval 10/29/2015 

Hardware – USB flash drives  10/29/2015 

Heating, ventilation, air conditioning 

(HVAC) 

- Requires DD/ITM Approval 10/29/2015 

Fingerprint, Biometric or Retinal Scanner - Requires DD/ITM Approval 10/29/2015 

IT Procurements under $ 500 per Unit 
with a “Not to Exceed Total Cost of $ 
5000” for which no Approved or Pending 
standard exists 

If approved by Department’s IT 
Procurement Policy 

10/29/2015 

Media (Tapes, CD, consumables, cleaning 
supplies) 

 10/29/2015 

Network – Attached Storage - Requires DD/ITM Approval 10/29/2015 

Network connections – Cable Modem, 

DSL, Dial up ISP, Satellite connection 

- Requires DD/ITM Approval and 

notification to ETS via USD prior to 
implementation 

10/29/2015 

Photo Management and Printing Tool - Requires DD/ITM Approval 10/29/2015 

Printer – Desktop dot matrix  10/29/2015 

Printer – Desktop impact Must not be able to connect to a Cat 5 
cable 

10/29/2015 

Printer – Desktop label printer Dymo Standalone label writer 10/29/2015 

Scanners  10/29/2015 

Security - Building security/surveillance - Requires DD/ITM Approval 10/29/2015 

Software – Biztalk - Requires DD/ITM Approval 10/29/2015 

Software – Data Recovery Software for recovery of lost, 
inaccessible or deleted data from 
working or failed PC hard disks 

10/29/2015 

Software – Digital Recording Must be able to save recordings in 
commonly accessible format such as 
waves, MP3, etc. 

10/29/2015 

Software – GIS Data Format Conversion - Requires DD/ITM Approval 

For guidelines, see appendix in GIS  

Standards 

10/29/2015 

http://www.state.ak.us/local/akpages/ADMIN/info/plan/tmc/fwg/gis/gisFWGrecomm_standard.doc
http://www.state.ak.us/local/akpages/ADMIN/info/plan/tmc/fwg/gis/gisFWGrecomm_standard.doc
http://www.state.ak.us/local/akpages/ADMIN/info/plan/tmc/fwg/gis/gisFWGrecomm_standard.doc
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Software – GIS Database for Desktop 

(single user) 

- Requires DD/ITM Approval 
For guidelines, see GIS Standards 

10/29/2015 

Software – GIS Geocoding - Requires DD/ITM Approval 10/29/2015 

Software – GIS Interactive Intranet and 
Internet 

- Requires DD/ITM Approval 
For guidelines, see GIS Standards 

10/29/2015 

Software – GIS Mobile and Field Collection - Requires DD/ITM Approval 
For guidelines, see GIS Standards 

10/29/2015 

Software – GIS Raster Based - Requires DD/ITM Approval 
For guidelines, see GIS Standards 

10/29/2015 

Software – GIS Specialty Software - Requires DD/ITM Approval 10/29/2015 

Software – Google Earth Free With reasonable expectation of 

appropriate use: 
- Requires DD/ITM Approval 

10/29/2015 

Software – Help Desk Applications - Requires Dd/ITM Approval 10/29/2015 

Software – PDF manipulation tools Adobe Pro 
- Requires DD/ITM Approval 

10/29/2015 

Software – Statistical R, SAS, SPSS 
- Requires DD/ITM Approval 

10/29/2015 

Software – Video Editing - Requires DD/ITM Approval 10/29/2015 

Software – Voice Recognition - Requires DD/ITM Approval 10/29/2015 

Software – Web Monitoring Tools - Requires DD/ITM Approval 10/29/2015 

Software – Wipe Utilities for Portable 

Devices, Servers, Workstations and Other 
Electronic Devices 

 

Any one of several (HD Erase, DBAN 
as examples) DOD 5220-22.M- 
compliant wipe utilities may be used 
for wiping all confidential or SOA 
internal only information on portable 
devices, servers, workstations and 
other electronic devices. Must meet 
SSO Policy requirements. 

10/29/2015 

Software – Wipe Utilities for Storage 
Devices 

Any one of several (HD Erase, DBAN 
as examples) DoD 5220-22.M- 
compliant wipe utilities may be used 
for wiping all confidential or SOA 
internal only information on computer 
storage devices and removable 
storage media, and using an approved 
technique. Must meet SSO Policy 
requirements. 

10/29/2015 

Subscription of MSDN Any Version 10/29/2015 

Technology that will reside on Federal 
Network and will not reside on the State 
Network 

Must follow Federal standards 10/29/2015 

Telephone Lines and Equipment Submit a USD to ETS to procure 10/29/2015 

Training – IT - Requires DD/ITM Approval 10/29/2015 

Video - Permanent Multi-media Projector - Requires DD/ITM Approval 10/29/2015 

 

https://intranet.state.ak.us/admin/ETS/plan/tmc/fwg/gis/gisFWGrecomm_standard.doc
https://intranet.state.ak.us/admin/ETS/plan/tmc/fwg/gis/gisFWGrecomm_standard.doc
https://intranet.state.ak.us/admin/ETS/plan/tmc/fwg/gis/gisFWGrecomm_standard.doc
https://intranet.state.ak.us/admin/ETS/plan/tmc/fwg/gis/gisFWGrecomm_standard.doc

