
 

State of Alaska Cyber Security & Critical Infrastructure 
Cyber Advisory 

February 09, 2009 
 

The following cyber advisory was issued by the State of Alaska 
and was intended for State government entities.  The 
information may or may not be applicable to the general public 
and accordingly, the State does not warrant its use for any 
specific purposes. 

 
STATE OF ALASKA ADVISORY NUMBER:  
SA2009-008 
 
DATE(S) ISSUED:  
02/09/09 
 
Subject:  
HP Releases Security Bulletin to Address a Vulnerability in Multiple Printers 
 
Source:  
US-CERT / HP 
 
Systems Affected: 

• HP LaserJet 2410 with firmware prior to 20080819 SPCL112A 
• HP LaserJet 2420 with firmware prior to 20080819 SPCL112A  
• HP LaserJet 2430 with firmware prior to 20080819 SPCL112A  
• HP LaserJet 4250 with firmware prior to 20080819 SPCL015A  
• HP LaserJet 4350 with firmware prior to 20080819 SPCL015A  
• HP LaserJet 9040 with firmware prior to 20080819 SPCL110A  
• HP LaserJet 9050 with firmware prior to 20080819 SPCL110A  
• HP LaserJet 4345mfp with firmware prior to 09.120.9  
• HP Color LaserJet 4730mfp with firmware prior to 46.200.9  
• HP LaserJet 9040mfp with firmware prior to 08.110.9  
• HP LaserJet 9050mfp with firmware prior to 08.110.9  
• HP 9200C Digital Sender with firmware prior to 09.120.9  
• HP Color LaserJet 9500mfp with firmware prior to 08.110.9 

 
Overview: 
A potential security vulnerability has been identified with certain HP LaserJet printers, HP Color 
LaserJet printers and HP Digital Senders. The vulnerability could be exploited remotely to gain 
unauthorized access to files. 
 
Recommendations / Resolution: 
Please review 
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=c01623905 
For instructions on how to resolve 
 

http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=c01623905

