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SUBJECT:
PHISHING: What it is and how to avoid being “PHISHED”

OVERVIEW:

In the field of computer security, phishing is the criminally fraudulent process of
attempting to acquire sensitive information such as usernames, passwords and
credit card details by masquerading as a trustworthy entity in an electronic
communication. Communications purporting to be from popular social web sites,
auction sites, online payment processors or IT administrators are commonly used
to lure the unsuspecting user. Phishing is typically carried out by e-mail or instant
messaging, and it often directs users to enter details at a fake website whose look
and feel are almost identical to the legitimate one. Even when using server
authentication, it may require tremendous skill to detect that the website is fake.
Phishing is an example of social engineering techniques used to fool users, and
exploits the poor usability of current web security technologies Attempts to deal
with the growing number of reported phishing incidents include legislation, user
training, public awareness, and technical security measures.

SYSTEMS AFFECTED:

e All E-Mall recipients

RISK:



Government:

e Large and medium government entities: High
e Small government entities: High

Businesses:

e Large and medium business entities: High
e Small business entities: High

Home users: High

DESCRIPTION:
Recently users throughout the various departments have been subjected to PHISHING
EMAILS such as the example below;
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From: Martinez, Daniel ., G50 [Danield. Martinezi@state, nm.us) Sent: Wed 5/12/2010 T:50 A

To: info@web.com

e

Subject Your Mailbox Has Exceeded It's Storage Limit

FY

Tour Mailbox Has Ezceeded It's Storage Limut As Set By Your Admimstrator, And Tou Wil Mot Be
Able To Eecetve MNew Mails Tntil You Ee-Validate It. To Ee-Validate CLICE HEEE . System
A drministrator.

Confidentiality Motice: This e-mail, including all attachments is for the sole use of the intended
recipient(s) and may contain confidential and privileged mformation. Any unauthonzed review, use,
dizclozure or distnbution 15 prolubited unless spectfically provided under the Mew Iemco Inspection
of Public Becords Act. Ifvou are not the mtended recipient, please contact the sender and destroy all
copdes of thiz message. -- This emnad has been scanned by the Sybari - Antigen Email Syatem.
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In many cases the Phishing emails appear authentic and seem to be from an official
source. The simple fact is no State of Alaska IT department will ever request a user to
provide their credentials in order to resolve a problem!

If you suddenly feel you have been the victim of a Phishing Attack it is important that you
take immediate action to protect yourself and the State. When in doubt change your
passwords. This simple single step will remove the Phisher’s ability to misuse your
accounts.

RECOMMENDATIONS:
We recommend the following actions be taken:

e Never respond to any email or instant message which attempts to obtain your
username, passwords or any other sensitive information.

e Inform your IT department immediately if you receive such and email.
Many people simply delete the email or IM but this only makes it harder to collect
evidence and prevent other users from being PHISHED.



e Do not open e-mail attachments from unknown users or suspicious e-mails from
trusted sources.

e Report any abnormal or suspicious activity with your account to your IT or
Security group

e Create and maintain some form of user awareness training within your
organization

e Distribute the State Security office phishing security awareness bulletin located
here: http://doa.alaska.gov/ets/security/SA_Bulletins/AB0O4-phishing.html
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