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What	
  is	
  an	
  Incident	
  

•  This	
  needs	
  to	
  be	
  defined	
  for	
  each	
  organiza<on	
  
•  In	
  general	
  it	
  can	
  be	
  described	
  as	
  an	
  unexpected/
anomalous	
  event	
  in	
  an	
  informa<on	
  system	
  or	
  
network	
  
–  Unauthorized	
  access	
  or	
  aMempts	
  
–  Denial	
  of	
  Service	
  
–  Virus	
  Infec<on	
  
–  Improper	
  use	
  of	
  organiza<on’s	
  resources	
  
– Website	
  Compromise/Defacement	
  
–  Espionage	
  



Key	
  to	
  Incident	
  Response	
  

•  Remain	
  Calm	
  
–  This	
  reduces	
  overall	
  stress	
  levels	
  
–  If	
  not,	
  communica<on	
  become	
  difficult	
  
–  It	
  helps	
  avoid	
  making	
  cri<cal	
  errors	
  

•  Take	
  Notes	
  
–  Log	
  everything	
  you	
  can	
  
–  If	
  you	
  are	
  going	
  too	
  fast	
  to	
  take	
  note,	
  then	
  slow	
  down.	
  	
  
–  Record	
  all	
  your	
  ac<ons	
  

•  With	
  date	
  and	
  <mestamps	
  
•  Audi	
  recorder	
  can	
  help	
  



Incident	
  Response	
  	
  

•  it	
  is	
  a	
  six	
  step	
  process	
  
– Prepara<on	
  
–  Iden<fica<on	
  
– Containment	
  
– Eradica<on	
  
– Recovery	
  
– Lessons	
  Learned	
  



	
  	
  	
  If	
  you	
  know	
  the	
  enemy	
  and	
  know	
  yourself,	
  you	
  
need	
  not	
  fear	
  the	
  result	
  of	
  a	
  hundred	
  baMles.	
  
If	
  you	
  know	
  yourself	
  but	
  not	
  the	
  enemy,	
  for	
  
every	
  victory	
  gained	
  you	
  will	
  also	
  suffer	
  a	
  
defeat.	
  If	
  you	
  know	
  neither	
  the	
  enemy	
  nor	
  
yourself,	
  you	
  will	
  succumb	
  in	
  every	
  baMle.	
  
	
   	
   	
   	
   	
   	
   	
  -­‐	
  Sun	
  Tzu	
  



Prepara<on	
  
•  Know	
  your	
  systems	
  

–  Network	
  Maps	
  
–  Firewalls	
  

•  Regularly	
  audit	
  firewall	
  rules	
  
–  IDS/IPS	
  devices	
  

•  do	
  you	
  have	
  one?	
  	
  
•  Host/Network	
  Based?	
  

–  Patch	
  Levels	
  
–  An<-­‐virus	
  programs	
  

•  Are	
  they	
  up-­‐to-­‐date?	
  
–  SoYware	
  Inventory	
  
–  Logging	
  capabili<es	
  

•  What	
  are	
  you	
  logging?	
  	
  
•  What	
  can	
  you	
  log	
  during	
  an	
  incident?	
  



Prepara<on	
  
•  Know	
  your	
  strengths/weaknesses	
  

–  What	
  kind	
  of	
  capabili<es	
  do	
  you	
  have?	
  
•  Malware	
  Analysis	
  
•  Computer	
  Forensics	
  
•  Network	
  Forensics	
  
•  Firewall	
  administra<on	
  
•  Network	
  administra<on	
  
•  Policy	
  Audi<ng	
  
•  Backups	
  

–  Do	
  you	
  have	
  backups	
  for	
  key	
  personnel?	
  
•  What	
  if	
  your	
  Firewall	
  admin	
  is	
  disgruntled	
  

–  Can	
  you	
  s<ll	
  monitor	
  the	
  network	
  or	
  make	
  firewall	
  change?	
  
–  Do	
  you	
  have	
  the	
  right	
  tools	
  

•  Are	
  they	
  up	
  to	
  date?	
  
•  Are	
  your	
  staff	
  properly	
  trained/cer<fied?	
  



Prepara<on	
  
•  Know	
  your	
  contacts	
  

–  Incident	
  Response	
  Team	
  
•  HR	
  
•  Counsel	
  
•  Network	
  Admin	
  
•  Server/Desktop	
  Support	
  
•  PR	
  
•  Physical	
  Security	
  

–  AV	
  vendors	
  
–  IDS/IPS	
  vendors	
  
–  Other	
  product	
  vendors	
  
–  CSCIC	
  
–  State	
  Police	
  
–  FBI	
  



Prepara<on	
  

•  Have	
  a	
  plan,	
  know	
  your	
  plans	
  
– For	
  each	
  types	
  of	
  incident,	
  have	
  plans	
  to	
  

•  Iden<fy	
  
•  Contain	
  
•  Eradicate	
  
•  Recovery	
  

– Prac<ce,	
  prac<ce,	
  prac<ce	
  



Iden<fica<on	
  

•  Key	
  Indicators	
  for	
  Incident	
  
– System	
  Crashes	
  
– New	
  User	
  Accounts	
  
–  Increase	
  network	
  u<liza<on	
  
– New	
  files	
  with	
  strange	
  names	
  
– Unexplained	
  web	
  page	
  changes	
  (defacements)	
  
– Account	
  lockouts	
  
– Other	
  anomalies	
  



Iden<fica<on	
  
•  Classifica<on	
  

–  Unauthorized	
  Access	
  
–  Malicious	
  Code	
  
–  Web	
  Defacement	
  
–  Hardware/SoYware	
  Failure	
  
–  Denial	
  of	
  Service	
  
–  ……..	
  

•  What	
  is	
  the	
  Scope	
  of	
  the	
  incident	
  
–  Business	
  Impact	
  Assessment	
  
–  Single	
  or	
  mul<ple	
  systems	
  
–  Single	
  or	
  all	
  opera<ng	
  systems	
  

•  Maybe	
  affec<ng	
  only	
  windows	
  2000	
  servers	
  
–  Single	
  or	
  mul<ple	
  IP	
  addresses	
  



The general who wins the battle 
makes many calculations in his 
temple before the battle is fought. 
The general who loses makes but 
few calculations beforehand. 
 

     -Sun Tzu 



Containment	
  

•  This	
  is	
  a	
  crucial	
  step	
  in	
  the	
  response	
  
•  Goal	
  is	
  to	
  limit	
  the	
  extent	
  of	
  the	
  incident	
  
•  Need	
  to	
  follow	
  predetermined	
  steps	
  and	
  
procedures	
  

•  Need	
  to	
  make	
  cri<cal	
  decisions	
  
– Shutdown	
  a	
  system	
  
– Disconnect	
  from	
  network	
  
– Disable	
  services	
  
– Monitor	
  network	
  



Containment	
  

•  Do	
  not	
  alter	
  any	
  system	
  un<l	
  complete	
  back	
  
up	
  can	
  be	
  taken	
  
– Preferably	
  bit-­‐by-­‐bit	
  forensic	
  image	
  of	
  the	
  
computer	
  

– Live	
  memory	
  dump	
  	
  
•  Do	
  this	
  before	
  unplugging	
  the	
  network	
  cable	
  and	
  
•  Before	
  turning	
  of	
  any	
  services	
  
•  Before	
  modifying	
  the	
  firewall	
  

– Acquire	
  Logs	
  from	
  all	
  available	
  and	
  applicable	
  
systems	
  and	
  devices	
  



Containment	
  

•  Do	
  NOT	
  LOG	
  ON	
  TO	
  COMPROMISED	
  SYSTEMS	
  as	
  
ADMINS 	
  	
  
–  This	
  is	
  specially	
  true	
  if	
  dealing	
  with	
  malware	
  incidents	
  

•  Malware	
  can	
  spread	
  to	
  other	
  devices	
  using	
  the	
  admin	
  creden<als	
  
•  Malware	
  can	
  steal	
  admin	
  password	
  

•  Build	
  a	
  containment	
  plan	
  	
  
–  Use	
  the	
  data	
  from	
  the	
  iden<fica<on	
  phase	
  
–  It	
  should	
  have	
  verifiable	
  objec<ves	
  

•  Determine	
  the	
  risk	
  of	
  con<nuing	
  opera<on	
  
–  This	
  is	
  an	
  execu<ve	
  decision	
  



Containment	
  

•  Some	
  containment	
  strategies	
  are	
  	
  
– Null	
  Rou<ng	
  
– Change	
  passwords	
  
– Remove	
  accounts	
  used	
  by	
  aMacker	
  
– Kill	
  suspicious	
  processes	
  running	
  on	
  the	
  system	
  
– Break/alter	
  trust	
  rela<onships	
  	
  



Strategy without tactics is the 
slowest route to victory. Tactics 
without strategy is the noise before 
defeat. 
 

     -Sun Tzu 



Eradica<on	
  

•  Once	
  incident	
  is	
  contained,	
  we	
  have	
  to	
  remove	
  the	
  
incident	
  causing	
  agents	
  from	
  the	
  environment	
  

•  Determine	
  the	
  cause	
  of	
  the	
  incident	
  
–  Perform	
  computer	
  forensics	
  
– Malware	
  analysis	
  
–  Network	
  Forensics	
  
–  Log	
  Analysis	
  

•  Analyze	
  and	
  correlate	
  anything	
  and	
  everything	
  you	
  
can	
  



Eradica<on	
  
–  Remove	
  or	
  Rebuild	
  

•  If	
  the	
  incident	
  involves	
  a	
  rootkit,	
  rebuild	
  is	
  strongly	
  recommended	
  
–  how	
  do	
  you	
  know	
  if	
  you	
  can	
  trust	
  the	
  backup	
  media	
  

– What	
  if	
  it	
  is	
  a	
  zero	
  day	
  
•  Change	
  of	
  architecture	
  necessary?	
  

–  Strengthen	
  defenses	
  
•  Improve	
  detec<on	
  and	
  protec<on	
  methods	
  
•  Egress	
  and	
  ingress	
  filtering	
  
•  Look	
  for	
  backdoors	
  on	
  other	
  systems	
  

–  Perform	
  vulnerability	
  analysis	
  on	
  the	
  network	
  
	
  



Recovery	
  
•  Bring	
  the	
  systems	
  back	
  online…	
  or	
  not…	
  

–  System	
  owners	
  call	
  
–  Make	
  a	
  recommenda<on	
  in	
  wri<ng	
  
–  If	
  possible,	
  bring	
  the	
  systems	
  back	
  online	
  during	
  off	
  hours	
  

•  Eases	
  the	
  close	
  monitoring	
  of	
  the	
  devices	
  
–  Valida<on	
  of	
  the	
  restored	
  systems	
  

•  Is	
  it	
  working	
  the	
  way	
  it	
  is	
  suppose	
  to?	
  
•  Work	
  with	
  the	
  system	
  owners	
  to	
  verify	
  that	
  system(s)	
  is	
  working	
  properly	
  

–  Monitor	
  the	
  affected	
  systems/networks	
  closely	
  for	
  unusual	
  ac<vity.	
  

	
  	
  



Victorious warriors win first and then 
go to war, while defeated warriors go 
to war first and then seek to win. 
 

          -Sun Tzu 



Lessons	
  Learned	
  
•  Goal	
  is	
  to	
  document	
  what	
  happened	
  and	
  improve	
  
capabili<es	
  

•  Document	
  
–  Need	
  to	
  write	
  a	
  final	
  report	
  

•  This	
  needs	
  to	
  be	
  done	
  right	
  aYer	
  the	
  recovery	
  phase	
  
•  Everyone	
  in	
  the	
  response	
  team	
  and	
  involved	
  par<es	
  need	
  to	
  
review	
  and	
  comment	
  

•  Lessons	
  learned	
  mee<ng	
  
–  Discussion	
  should	
  focus	
  on	
  

•  The	
  final	
  report	
  
•  Iden<fica<on	
  of	
  what	
  failed	
  and	
  how	
  it	
  can	
  be	
  improved	
  
•  Not	
  blaming	
  individual	
  


