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Utilize the New York State Information Security Policy as a model for your County

The primary objectives of the New York State Information Security Policy  XE "Information Security Policy" are to:

· Effectively manage the risk of security exposure or compromise within State Entities systems;

· Be proactive, understand the risks: people, access, technology

· Communicate the responsibilities for the protection of State Entities information;

· Be a role model, be proactive and do not circumvent procedures 

· Establish a secure processing base and a stable processing environment;

· Consult with your agency Information Security Officer.
· Reduce to the extent reasonably possible the opportunity for errors to be entered into an electronic system supporting State Entities business processes;

· Ensure that applications are tested before going into production.

· Preserve management's options in the event of an information asset misuse, loss or unauthorized disclosure;

· Immediately report suspicious activities and incidents to your agency Information Security Officer;
· Promote and increase the awareness XE "awareness"  of information security in all State Entities.
· Encourage your staff to participate in information security training and to practice good information security.

