Be a Security Role Model
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Policies

· Familiarize yourself with Information Security Policies

· Understand and utilize the minimum requirements and responsibilities set forth by CSCIC New York State Information Security Policy to establish and maintain a secure environment

· Understand your County’s Information Security Policy

· Understand and comply with your Incident Reporting Policy

· Understand how, when and to whom to report incidents or weaknesses to
Awareness
· Ask questions

· Recognize common security weaknesses

· Recognize the signs of a “potential” security incident

· Know the threats (Human/Technical/Access (Threats 101))

· Understand the cost of compromise
Understand IT’S Roles 


(They Support Security – They do not Drive it) 

· Don’t circumvent or avoid processes (antivirus installation, wireless access, installing hardware, software) 

· Understand the need for patches, upgrades and system maintenance

· Respect the need for following procedures (antivirus installation, wireless access, installing hardware, software)
Lead the Way
· Assist your staff in understanding their roles and responsibilities regarding information security

· Understand the importance of Risk Assessment 

· Work with your County Information Security Officer (Function)

· Know your assets (Hardware / Software / Applications / People / Information)
