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People and processes play a critical role – What you do on your desktop computer can and will affect others.  

· Be a Security Role Model 
· Support security awareness among your staff

· Build Information Security into the process initially

· Be Proactive avoid retrofit and more expense

· Include your Information Security Officer (Function) in any systems development 

· Utilize only legitimate hardware, software and downloads

· Manage information security business risks

· Notice an individual picking through the trash

· Verify and validate a person’s identity and intention

· Implement a clear screen, clear desk routine 

· Separate duties to improve security

· NEVER circumvent or undermine controls that are in place

Office of Cyber Security & Critical Infrastructure Coordination: (CSCIC) works collaboratively with the public and private sectors to foster communication and coordination.

Agencies/State Entities: (SE) Each NYS Agency (State Entity) is responsible for the implementation of information security.

Information Security Officer/ (Function): Each County should have an Information Security Function led by an Information Security Officer (Function). 

Social Engineering: An approach to gain access to information through misrepresentation and lies.  The conscious manipulation of people to obtain security critical assets that allows security perils to take place. May take the form of impersonation via telephone or in person and through email.

Dumpster Diver: An individual that searches through the trash for valuable information.

Hacker: An individual that takes advantage of the known flaws; an opportunist.  Hackers scan the Internet for vulnerable systems.
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Respect access rights: Understand the importance of granting / authorizing access.  If an individual leaves, or is hired, there needs to be a policy in place to handle this.

· Understand the classification of information 

· Understand the risks associated with improper or disregarded processes

· Plan ahead. When staffing requirement requires an individual to need access rights include that into a timeline.

· Inquire into backup policy: Critical data needs to be backed up at least every day

· Understand that individual accountability protects everyone 

· Implement a strong password policy

· NEVER disclose your password

Confidentiality: The property that information is not made available or disclosed to unauthorized individuals, entities, or processes. 

Integrity: Understand that information must be reliable. Assure that data has not been altered or destroyed from its intended form or content in an unintentional or an unauthorized manner.

Availability: This is the ‘property’ of being operational, accessible, functional and usable upon demand by an authorized entity, e.g. a system or user.

Information Owners: Business managers may be responsible for determining who should have access to protected resources within their jurisdiction.  
Note:  If you are an Information Owner:  Classify the information, assign a value to it, and determine who gets access and how soon that information must be available if a disaster, etc. occurs.

Strong Password: 

· Eight Characters

· Include a minimum of 2 numbers

· Never write them down or divulge your password

· Change every 30 – 90 days

· Do not use words

· Use a phrase
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To reduce the risk of contracting malicious code, avoid Internet misuse.  Surfing to non-business related sites leaves you vulnerable.

· Only utilize business related sites

· Enable Virus Protection

· Check with the sender if you are not expecting the attachment

· Cooperate with IT’s instructions regarding Security Patches 

· NEVER open suspicious attachments or unexpected Email.

· NEVER install hardware or software without IT approval

· NEVER download any programs without IT approval

Spam or Unsolicited Commercial E-mail (UCE) - Electronic Junk Mail - SPAM robs your organization of productivity and of system resources

Virus: A program that replicates itself on computer systems by incorporating itself into other programs that are shared among computer systems. Once in the new host, a virus may damage data in the host’s memory, display unwanted messages, crash the host or, in some cases, simply lie dormant until a specified event occurs (e.g., the birth date of a historical figure).

Trojan Horse: Illegal code hidden in a legitimate program that when executed performs some unauthorized activity or function. 
Worm: A program similar to a virus that can consume large quantities of network bandwidth and spread from one network to another. 

Denial of Service Attack (DoS): An attack that takes up so much of the company’s business resource that it results in degradation of performance or loss of access to the company’s business services or resources.


Respect the Hardware and Software used on your network or infrastructure. Tampering with, or installing HW or SW can leave the system vulnerable and in the case of Software, can violate copyright laws.
· Report any suspicious activity to your INFORMATION SECURITY OFFICER (FUNCTION)

· Consider a “Power On” password for Laptops/PDAs

· Enable security on wireless devices

· Secure equipment with a lock when possible 

· NEVER attach any device (rogue) to your network – security must be implemented at each access point (i.e. laptop, modem)

· NEVER Disable Anti Virus protection

· NEVER use SW such as instant messaging without INFORMATION SECURITY OFFICER (FUNCTION) approval

· NEVER circumvent your organization’s procedures when dialing in or by connecting to cable or DSL when remotely connected to your organization’s network.

LAN:   a group of computers and associated devices that share a common communications line or wireless link and typically share the resources within a small geographic area (for example, within an office building).
WAN:   is a geographically dispersed telecommunications network. The term distinguishes a broader telecommunication structure from a local area network.

Wireless Network: Allows portable computers to connect to a network from virtually anywhere within the building.  Wireless networks can be used in combination with cabled LANs.  If not installed properly, unauthorized access to your network and unauthorized reading or modifying of your data can occur.

IDS:   Intrusion Detection System -inspects all inbound and outbound network activity and identifies suspicious patterns that may indicate someone attempting to break into or compromise a system.

Firewall:   A security mechanism that creates a barrier between an internal network and an external network.  

DMZ:   Demilitarized zone; a semi-secured buffer or region between two networks such as between the public Internet and the trusted private County network.

Remote Access:  Connecting to a network from a remote location via dial up, telephone or cable connection.

Virtual Private Network - VPN is a secure communication link and identifies who you are and authorizes access.  It has to be organizationally approved and the SW/HW installed by IT. 

Rogue Device: An unapproved, insecure device added to your Network.







