State of Alaska
Department of Administration

USBank AccessOnline User Profile Locked Out Statuses

There are two main ways an employee is assigned a User Profile (sometimes referred to as a Login Id or
simply User ID) within USBank AccessOnline.

1. A cardholder self-registers to create a USBank Login Id (User Profile).
a. In this scenario the employee has access their OneCard including electronic statements.

2. An employee is setup via the Division of Finance (DOF) PCard Team - as a Delegate or as a
Department Program Administrator (DPA) for their department.
a. In this scenario the employee has access to their Departments CTS, Managing and
OneCard Accounts based on the security they have been given.

In either case, there are three User Profile Statuses that will not allow an user to log into USBank
AccessOnline.

Password Failed: A user has been locked out due to three unsuccessful password entries. If this
happens, the user will receive this message if they enter the incorrect password three times.

Ebank. Access Online

Contact Us -
Login

Unsuccessful

Login

A Your User ID is locked. Please select Forgot Password to reset your password.

The user will also receive an email like the one shown below.

From: donotreply@access-online.com <donotreply@access-online.com:
Sent: Monday, March 4, 2019 9:29 AM

To: Cole, Susetta A (DOA) <susetta.cole@alaska.gov>

Subject: Your Access Online User 1D is Locked

Your Access Online password was entered incorrectly three times. Your User ID was locked to ensure your account security. Use the Forgot Password
feature on the Login page to unlock your account or contact your administrator for assistance.

***This is a system-generated message. For assistance, do not reply to this email. Please contact your Program Administrator. Thank you.***
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Password failed - the Fix: The user can click on the Forgot Password link when they first receive the
Login Unsuccessful (shown above); or they can go back to the login page and use the Forgot your
password link as shown by the purple link below.

Welcome to Access Online!
Please enter the information below and login to begin.

* = required
Organization Short Name:*

User ID:*
|Enler User ID Here |

Password:*

-
Forgot your password?

NOTE: When you select Forgot Password you will asked to answer three security questions. If you
answer these incorrectly you will be locked out with a Failed Self Service which is explained below.

Failed Self Service: Failed Self Service means the user didn’t answer their security questions properly
when they attempted to reset password. The Fix: The user will have to reach out to
doa.dof.pcard.support@alaska.gov and request their account to be unlocked. DOF must manually
activate the account and reset the password for the user. Once DOF resets the account, the user will
be required to log in, using the temporary password by DOF. The user will get prompted to change
their password. The User will need to update their security questions at this time.

Expired: User has not logged into the system within 180 days (6 months). The Fix: The user will have to
reach out to doa.dof.pcard.support@alaska.gov and request their account to be unlocked. DOF must
manually activate the account and reset the password for the user. Once DOF resets the account, the
user will be required to log in, using the temporary password by DOF. The user will get prompted to
change their password. It is also recommended the user update their security questions at this time.
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